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Introduction
The field of cryptography, which has long been the bedrock of secure 

communications, faces a monumental challenge as quantum computing 
transitions from theoretical research to practical implementation. Traditional 
cryptographic algorithms, including those foundational to the security of 
our digital infrastructure, are under threat from the potential capabilities of 
quantum computers. This has catalyzed significant advancements in Post-
Quantum Cryptography (PQC), a burgeoning field focused on developing 
cryptographic systems resistant to quantum attacks. This article explores the 
current state of PQC, the challenges it faces and the progress being made to 
secure the digital future in the face of quantum computing. Quantum computers 
leverage the principles of quantum mechanics, particularly superposition and 
entanglement, to perform calculations at speeds that are exponentially faster 
than classical computers. While still in their infancy, quantum computers 
have already demonstrated the ability to solve certain problems that would be 
intractable for classical computers [1].

Description
The most significant threat to cryptography arises from Shor's algorithm, 

which efficiently factors large numbers and computes discrete logarithms—
tasks that are foundational to the security of widely used cryptographic 
systems like RSA, DSA and ECC (Elliptic Curve Cryptography). Once 
quantum computers reach a certain scale, they will be able to break these 
cryptographic systems, rendering them obsolete and leaving sensitive 
information vulnerable. Post-quantum cryptography refers to cryptographic 
algorithms that are believed to be secure against an attack by a quantum 
computer. Unlike quantum cryptography, which involves quantum principles 
such as quantum key distribution, PQC is rooted in classical cryptographic 
methods that are resistant to quantum attacks.

The National Institute of Standards and Technology (NIST) have been at 
the forefront of the PQC movement, initiating a global competition in 2016 
to standardize quantum-resistant cryptographic algorithms. The goal of this 
competition is to identify and standardize one or more secure and efficient 
PQC algorithms that can replace or complement existing standards. Several 
mathematical approaches have emerged as promising candidates for PQC, 
each with its own strengths and challenges. The most notable among them 
are: Lattice-based cryptographic schemes are among the most promising 
candidates for PQC. These systems rely on the hardness of problems like the 
Learning With Errors (LWE) and Ring-LWE problems, which are believed to be 
resistant to quantum attacks [2,3]. 

Lattice-based cryptography is also versatile, enabling the construction of a 
wide range of cryptographic primitives, including encryption, digital signatures 

and key exchange protocols. Code-based cryptography is based on the 
hardness of decoding random linear codes, a problem that has been studied for 
decades and is believed to be resistant to both classical and quantum attacks. 
The McEliece cryptosystem is one of the most well-known examples of code-
based cryptography. However, its large key sizes pose challenges for practical 
implementation. Cryptosystems based on multivariate quadratic equations 
involve solving systems of quadratic polynomial equations over finite fields. 
While these systems offer high security levels, they often suffer from large key 
sizes and slower performance compared to other approaches. Hash-based 
cryptography relies on the security of cryptographic hash functions, which are 
believed to be resistant to quantum attacks. 

One of the most significant advantages of hash-based cryptography is that 
it provides post-quantum security with relatively simple and well-understood 
algorithms. The primary drawback is that these systems are primarily suited for 
digital signatures and are less versatile than other approaches. Supersingular 
Elliptic Curve Isogeny Cryptography (SIKE) is based on the hardness of 
finding isogenies between supersingular elliptic curves. It has garnered 
attention for its small key sizes, making it attractive for certain applications. 
However, recent cryptanalytic advances have raised concerns about its long-
term security. While significant progress has been made in developing PQC 
algorithms, several challenges remain before widespread adoption can be 
achieved: The NIST competition is a crucial step towards standardizing PQC 
algorithms, but the process is complex and requires global collaboration [4,5]. 

Ensuring interoperability between different PQC systems and existing 
cryptographic infrastructure is essential for a smooth transition. Many PQC 
algorithms require larger key sizes and more computational resources than 
classical algorithms. Balancing security with performance and efficiency is 
a critical challenge, particularly for resource-constrained environments like 
IoT devices. While many PQC algorithms are believed to be secure against 
quantum attacks, providing rigorous security proofs is challenging. The lack of 
concrete security guarantees can hinder adoption, particularly in high-stakes 
environments like financial systems and government communications. The 
transition to PQC requires not only technological advancements but also 
widespread public awareness and adoption. Organizations must be educated 
about the quantum threat and the steps needed to mitigate it. This includes 
updating software, hardware and protocols to support PQC.

Despite the challenges, the field of PQC has seen rapid advancements in 
recent years. The NIST competition has already identified several promising 
algorithms, with lattice-based cryptography leading the pack. Some of these 
algorithms are expected to be standardized by the mid-2020s, providing the 
foundation for future secure communication systems. Researchers are also 
exploring hybrid approaches that combine classical cryptographic systems 
with PQC to provide a transitional solution as quantum computers continue 
to develop. These hybrid systems aim to offer quantum resistance while 
maintaining compatibility with existing infrastructure. Furthermore, advances 
in quantum computing hardware have spurred increased investment in PQC 
research. Governments, academic institutions and private companies are all 
contributing to the development of quantum-resistant cryptographic systems, 
recognizing the existential threat posed by quantum computing.

Conclusion
As quantum computing continues to advance, the need for post-quantum 

cryptography becomes increasingly urgent. While significant progress has 
been made, the journey towards fully secure and efficient PQC systems is 

mailto:moses@lucian.es


J Comput Sci Syst Biol, Volume 17:04, 2024Moses L.

Page 2 of 2

ongoing. Collaboration between researchers, industry and governments is 
essential to ensure that the digital infrastructure of the future remains secure 
in the face of quantum threats. The standardization and adoption of PQC 
algorithms will mark a critical milestone in preparing for a quantum computing 
future, safeguarding the privacy and security of information in the quantum 
era.
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